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Columbitech Wireless VPN ™

Columbitech Wireless VPN™ is a session level VPN architecture designed to
eliminate the wireless weaknesses of today’s VPN solutions, while at the same
time creating something as unique as a roamable, wireless VPN with true end-to-
end security. The solution has been designed to meet the requirements for true
mobile communication, i.e. secure corporate access anywhere, anytime, and with
any device.

Columbitech Wireless VPN™ includes solutions for:
= End-to-end security for remote data access.

= Automatic reconnect, session resume, transaction recovery and enables
secure seamless roaming across all wireless IP-networks.

=  Optimization for all networks and all major devices.
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Arcitecture Columbitech Wireless VPN™ is a client/server based software architecture. The
client software is installed on every wireless VPN-enabled mobile terminal, and the
server software is installed on a server machine on the corporate network. When
the client connects to the corporate network, a secure and encrypted tunnel is
established between the client and a Columbitech Mobile Session Server™ (MSS)
on the corporate network. This can be done directly to the Columbitech MSS or
through a Columbitech Mobile Authentication Server™ (MAS). The Columbitech
MAS is usually placed in the company’s DMZ (DeMilitarized Zone). Clients are
authenticated using one or several of the following methods: one-time password
(either by the Columbitech MSS or by the Columbitech MAS in the DMZ), client
certificate and username/password.
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Optimizations

Seamless
interoperability

Supports industry-
standard APl:s

The architecture implements transport optimizations that adapt messages for
networks with different characteristics, and advanced data compression is applied
at the session level before the data is encrypted.

Columbitech Wireless VPN™ is designed for seamless interoperability with
existing corporate solutions. A company that is already using an IP VPN solution
may deploy Columbitech’s wireless VPN as a wireless extension and still benefit
from their existing IP VPN for wireline services. If a company is not currently
operating an IP VPN, the Columbitech Wireless VPN™ is able to provide
traditional wireline VPN services in addition to the wireless functionality. Many of
the wireless optimizations implemented in the Columbitech architecture are just as
applicable to a wireline environment.

The Columbitech architecture is a client/server software based solution built on
wireless technology for optimal performance. To ensure easy wireless enabling of
corporate legacy applications, the software supports industry-standard application
programming interfaces on the client and server side.

The following platforms are supported:

Client side Server side

=  Windows 2000 Professional =  Windows 2000 Server
=  Windows XP Professional
= Pocket PC 2002

Columbitech Wireless VPN™
Getting Started
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System Requirements

Server

Client

Columbitech Mobile Session Server™ requires Windows 2000. We recommend
that you use the latest service pack. The hard disk requirement is 5MB.

Columbitech Mobile Authentication Server™ requires Windows 2000. We
recommend that you use the latest service pack. The hard disk requirement is
5MB.

Columbitech Wireless VPN™ Client for Windows requires Windows 2000
Professional or Windows XP. We recommend that you use the latest service pack.
The hard disk requirement is 5MB.

Columbitech Wireless VPN™ Client for Pocket PC requires Pocket PC 2002. The
storage space required is 1MB RAM.

Server Installation

Preparations
User rights

Setting user rights

All users of the Columbitech Wireless VPN™ must have the Logon as a batch
job user right locally on the Columbitech Mobile Session Server™ computer.

You can set the Logon as a batch job user right in two ways. Either:
O Create a user group for the WVPN users and give the group the user right,
or

O Give the existing Domain Users group the user right.

To give a user group the Logon as a batch job user right:

1. Select Programs on the Start menu, and then Administrative Tools and
Local Security Policy.
Result: The Local Security Settings window is displayed.

2. Select User Rights Assignment in the left pane, and double-click Log on as
a batch job in the right pane.

3. Add the Domain Users group, or the group that you have created, for
example WVPN Users.

Columbitech Wireless VPN™
Getting Started
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Before you start

Do | need to install a
Mobile Authentication
Server (MAS)?

Local administrator

Network information

Signing your own
certificates

Location of
installation file

Columbitech Mobile Authentication Server™ is an optional server component that
you typically install on the corporate DMZ (DeMilitarized Zone) network. You install
it if you want to authenticate users with single-time passwords before letting them
in to the Columbitech Mobile Session Server™ on the corporate network. Another
reason to install a Mobile Authentication Server is if you want all external
connections to pass through a computer in the corporate DMZ.

The permanent TCP connections between the Mobile Authentication Server and
the Mobile Session Server are initiated from the Mobile Session Server. This gives
you the opportunity to configure your Firewall so that it only permits a TCP
connection between the Mobile Authentication Server and the Mobile Session

When you install Columbitech Mobile Session Server™ or Columbitech Mobile
Authentication Server™ you must have local administrator rights on the server
computer. By default, members of the Domain Admins group have this right on all
computers in the domain.

Make sure that you have the following available:

Q The IP address for the Columbitech Mobile Session Server™, Columbitech
Mobile Authentication Server™, and the DCHP server.

When you configure the Columbitech Mobile Session Server™ or Columbitech
Mobile Authentication Server™ you can sign your server and client certificates
using either:

O The Certificate Manager application and be your own certificate authority
and sign your server and client certificates. The Certificate Manager
application is included in Columbitech Mobile Session Server™ and is
described in hppeadbaA;Cedﬁcate_Mauagemenﬂon page
or

O An external certificate authority (CA).

The step-by-step procedure in this document describes how you install and
configure the server if you sign your own certificates.

We recommend that you install Columbitech Wireless VPN™ from the CD, or that
you place the WVPNServer.exe file on a local drive on the server where you will
install Columbitech Mobile Session Server™.

Columbitech Wireless VPN™
Getting Started
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Installing the Columbitech Mobile Session Server™ -
step by step

To install and be able to use Columbitech Mobile Session Server™, you have to
run the installation wizard, configure the server and import server certificates.

The step-by-step procedure in this document describes how you install and
configure the server if you sign your own certificates.

The steps below are described in more detail in the following sections.
Step 1 Install the server by running the installation wizard.
Step 2 Configure the server and client settings in the configuration applet.
Step 3 Create a CA Certificate (root certificate) using the Certificate Manager.

Step 4 Import the CA certificate. This is the CA certificate that is or will be used to sign the
client certificates.

Step 5 Import a server certificate.

Step 6 Start the Columbitech Mobile Session Server™ service.

Step 1 - Install the server

Step-by-step 1. Insert the installation CD in the CD drive.
Result: The Install Columbitech Wireless VPN™ dialog is displayed.

2. Click the Install Mobile Session Server button.
If the Install Columbitech Wireless VPN™ dialog is not displayed, double-

click the Setup.exe file on the CD.

3. Follow the instructions in the installation wizard.
We recommend that you select the Typical installation.

Note! During the installation you will see one or more dialogs with the title Digital
Signature Not Found. This is no error, but a warning that you are about to install
device drivers not signed by Microsoft. Just click Yes to continue the installation.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 8(48)
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Step 2 - Configure the server

Configuration applet
location

Step-by-step

When the installation is finished, the configuration applet is started automatically,
and the Columbitech Wireless VPN dialog is displayed.

The configuration applet, Columbitech WVPN, is located in the Control Panel. It
can also be started from the Columbitech WVPN program group:

W

Columbitech
WYPN

Follow the instructions below to configure Columbitech Mobile Session Server™:
1. Verify the values under the Settings tab. These values were retrieved by the
Installation Wizard.

2. Select the Use DHCP server check box and enter the default settings in the
DHCP server field.

3. On the Security tab, select the following:

Select If you want clients to authenticate using:

One-time A randomly generated password every time you log on to the
password client.

User name and The user name and password used to log on to your
password Windows 2000 domain. This option is selected by default.
Client certificate A certificate for the client. This option is selected by default.

Leave the Columbitech Wireless VPN dialog open since you will come back to
import the CA certificate.

Step 3 - Create and export a CA certificate

Creating a CA
certificate

Exporting a CA
certificate

Continue by creating a CA certificate (root certificate). The CA certificate will be
used to verify server and client certificates as well as creating new certificates and
signing certificate requests. To create a CA certificate, you must start the

Certificate Manager application. Create the certificate by following the
instructions in WW page H

The CA certificate must be exported to a file so that the server and the clients can
import and use it for certificate verification. Export the certificate by following the
instructions in Ex,aadin.g_th&CA_cecﬁﬁca.tdon page Eland then close the
Certificate Manager. Please note that this Getting Started guide assumes that you
create and use your own root certificates.

Columbitech Wireless VPN™
Getting Started
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Step 4 - Import a CA certificate

Step-by-step

The next step is to import the CA certificate. The server uses the CA certificate to
verify the client certificates. Follow the instructions below:

1. In the Columbitech Wireless VPN dialog (which is displayed by clicking the
Columbitech WVPN icon in the Control Panel), click Certificates on the
Security tab.

Result: The Certificates dialog is displayed.

2. Click Import on the CA Certificates tab.
Result: The Import dialog is displayed.

3. Point to the certificate you want to import and click Open.
Result: The CA certificate is imported and displayed on the CA Certificates
tab.

Step 5 - Import a server certificate

Step 1 - Create a
certificate

Step 2 - Import an
existing server
certificate

Finally, you have to import a server certificate. In this manual we will describe how
you import a certificate that you have created in advance.

Tip! You can also request and import a new server certificate by creating a
certificate signing request (CSR) and signing it %Jrself. This is described in
X A — ifi on page

Follow the steps below to create a certificate and import it.

To create a certificate, you have to start the Certificate Manelﬁler application and

then follow the instructions in bcea.ting.a.ce.cﬁﬂcaie]on page

1. Click the Certificates button on the Security tab in the Columbitech
Wireless VPN dialog.
Result: The Certificates dialog is displayed.

2. Click Import on the Server Certificates tab.
Result: The Import choice dialog is displayed.

3. When importing an existing certificate, both the certificate and the private key
must be imported. Select Certificate and private key and click OK.
Result: The Import certificate dialog is displayed.

4. Select the certificate and click Open.
Result: The Import Private Key dialog is displayed.

5. Select the private key and click Open.
Result: The File Password dialog is displayed.

6. Enter the password that is used to protect the private key file and click OK.
This is the password given in the Certificate Manager when the key was
written to file. See k:neaﬁag.a.ce.cﬁﬁcatdon page ﬁ]

Result: The following message is displayed:

Columbitech Wireless VPN™
Getting Started
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Columbitech Wireless ¥PN x|

The kew was successfully imported and stored in this computer, It is recommended
khat wau delete the File in which the key came. Do you wish ko delete the File now?

E Mo |

7. For security reasons, the file containing the private key should be deleted.
Click Yes if you want to delete the file.
Result: A message is displayed, confirming that the certificate has been
imported.

8. Click OK.
Result: The Server Certificates tab in the Certificates dialog is displayed
with the imported certificate.

9. Click OK to close the Certificates dialog.

Step 6 - Start Columbitech Mobile Session Server™ service

After completing the server configuration and closing the Columbitech Wireless
VPN configuration applet, you are asked to start the Columbitech Mobile Session
Server™ service. You are now ready to start using the server.

Tip! Verify in the Windows Event Log that no errors where detected when the
Columbitech Mobile Session Server™ service was started.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 1 1(48)
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Installing the Columbitech Mobile Authentication Server™ -

step by step

Step 1
Step 2

Step 3

Step 4

Step 5

To install and be able to use Columbitech Mobile Authentication Server™, you
have to run the installation wizard, configure the server and import server
certificates.

The step-by-step procedure in this document describes how you install and
configure the server if you sign your own certificates.

The steps below are described in more detail in the following sections.
Install the server by running the installation wizard.
Configure the server and client settings in the configuration applet.

Import the CA certificate. This is the CA certificate that is or will be used to sign the
client certificates.

Import a server certificate.

Start the Columbitech Mobile Authentication Server™ service.

Step 1 - Install the server

Step-by-step

4. Insert the installation CD in the CD drive.
Result: The Install Columbitech Wireless VPN™ dialog is displayed.

5. Click the Install Mobile Authentication Server button.
If the Install Columbitech Wireless VPN™ dialog is not displayed, double-
click the Setup.exe file on the CD.

Follow the instructions in the installation wizard.
We recommend that you select the Typical installation.

Step 2 - Configure the server

Configuration applet
location

When the installation is finished, the configuration applet is started automatically,
and the Columbitech MAS dialog is displayed.

The configuration applet, Columbitech MAS, is located in the Control Panel. It
can also be started from the Columbitech WVPN program group:

W

Columbitech
Mas

Columbitech Wireless VPN™
Getting Started
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Step-by-step

Step 3 - Import a CA certificate

Step-by-step

Follow the instructions below to configure Columbitech Mobile Authentication

Server™:

Columbitech MAS

Settings | Securityl LDEIEIiﬂEII Abaut I

Client port;

MSS port: |91n1

IP address: | 0 0 0
OE. I Canizel
Field Description
Client port The port that Wireless VPN clients connect to.
MSS port The port that Mobile Session Servers connects to.
IP address The IP address of the MAS. If specified, it will only

listen on the specified IP Address. If left 0.0.0.0, it will
listen on all available IP addresses on the MAS
computer.

The next step is to import the CA certificate that will be used to verify the client
certificates. This is the same certificate that was imported in =
on page Iﬂ Follow the instructions below to import a CA certificate:

1. Inthe Columbitech MAS dialog (which is displayed by clicking the
Columbitech WVPN icon in the Control Panel), click the Certificates button on

the Security tab.

Result: The Certificates dialog is displayed.

2. Click Import on the CA Certificates tab.
Result: The Import dialog is displayed.

3. Point to the certificate you want to import and click Open.
Result: The CA certificate is imported and displayed on the CA Certificates

tab.

Columbitech Wireless VPN™
Getting Started

Copyright© 2002 Columbitech. All rights reserved. 13(48)




Step 4 - Import a server certificate

Finally, you have to import a server certificate. In this manual we will describe how
you import a certificate that you have created in advance.

Step 1 - Create a To create a certificate, you have to start the Certificate Manager application and

certificate then follow the instructions in Creating a certificatelon page 4]

1. Click Certificates on the Security tab in the Columbitech MAS dialog.
Result: The Certificates dialog is displayed.

Step 2 - Import an

existing server
certificate 2. Click Import on the Server Certificates tab.

Result: The Import choice dialog is displayed.

3. When importing an existing certificate, both the certificate and the private key
must be imported. Select Certificate and private key and click OK.
Result: The Import certificate dialog is displayed.

4. Select the certificate and click Open.
Result: The Import Private Key dialog is displayed.

5. Select the private key and click Open.
Result: The File Password dialog is displayed.

6. Enter the password that is used to protect the private key file and click OK.
This is the password given in the Certificate Manager when the key was
written to file. See bneaﬁag.a.ce.cﬁﬁcatdon page ﬁ]

Result: The following message is displayed:

Columbitech Wireless ¥PN x|

The kew was successfully imported and stored in this computer, It is recommended
khat wau delete the File in which the key came. Do you wish ko delete the File now?

E Mo |

7. For security reasons, the file containing the private key should be deleted.
Click Yes if you want to delete the file.
Result: A message is displayed, confirming that the certificate has been
imported.

8. Click OK.
Result: The Server Certificates tab in the Certificates dialog is displayed
with the imported certificate.

9. Click OK to close the Certificates dialog.

Step 5 - Start Columbitech Mobile Authentication Server™
service

After completing the server configuration and closing the Columbitech MAS
configuration applet, you are asked to start the Columbitech Mobile Authentication
Server™ service. You are now ready to start using the server.

Tip! Verify in the Windows Event Log that no errors where detected when the
Columbitech Mobile Authentication Server™ service was started.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 14(48)
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Windows Client installation

Preparations

Install communication Make sure that the communication hardware (for example the WLAN card) is
hardware installed and configured on the client.

Install server first It is recommended that you install Columbitech Mobile Session Server™ before

you install the client.

To achieve optimal performance and the least amount of problems, you are

Manual configuration , , :
recommended to manually perform the changes described in =

Eonfigurationlon page kel

Before you start

Local administrator When you install Columbitech Wireless VPN™ Client you must have local
administrator rights on your computer. By default, members of the Domain
Admins group have this right on all client computers in the domain.

Server information Make sure that you have the following available:

O The host name or IP address used by the Columbitech Mobile Session
Server™ or the Columbitech Mobile Authentication Server™, if used.

O The port number used by clients to connect to the Columbitech Mobile
Session Server™ or the Columbitech Mobile Authentication Server™, if
used. The default port number is 9102.

Certificate information Make sure that the system administrator provides you with the following
information:

Q Where the CA (Certificate Authority) certificate and your client certificate
will be located.

Simplifying the client configuration

When Columbitech Mobile Session Server™ is installed, a configuration file,
WVPNClientlnstallation.ini, is copied to the Columbitech\MSS folder. This
configuration file can be used to simplify the configuration of Columbitech Wireless
VPN™ Client when you will install many clients.

Configuration .ini file  During installation of the Columbitech Wireless VPN™ Client for Windows, the
installation program searches for the WVPNClientInstallation.ini file on the
network drive w: or on the drive that is specified by the ctinipath environment
variable.

WVPNClientInstallation.ini can contain the following information:

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 15(48)
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ServerSettings

Description

Force use = NO

If NO, the person who is installing the client can view
and change the suggested values.
If YES, the installation will use the predefined values.

Connect_through_ MAS =

If NO, the client connects directly to a Columbitech

YES Mobile Session Server™.
If YES, the client connects to a Columbitech Mobile
Session Server™ through a Columbitech Mobile
Authentication Server™.

MSS Description

MSS =10.1.1.1 The MSS host name or IP address if the client
connects directly to a MSS.

Port = 9102 Port to connect to on the MSS

MSS_Group If connecting through a Columbitech Mobile
Authentication Server™, this should be the logical
name identifying the Columbitech Mobile Session
Server™ or group of Columbitech Mobile Session
Servers, that you want to connect to.

MAS Description

MAS =10.1.1.1 The MAS host name or IP address if the client
connects to the MSS through a MAS.

Port = 9102 Port to connect to on the MAS

CACertificates Description

CACertPathQ = w:\ The path to the CA certificate that will be imported.

CACertName0 = The name of the CA certificate that will be imported.

Cacert.cer

WPKI Description

GenerateKeys = 0

If 0, the WPKI service will generate the clients private
key and send it to the client during the first logon (this
is the recommended option).

If 1, the client will generate it's own private key before
requesting a signed certificate from the WPKI service.

GetClientCert = 1

If 1, the client tries to get its client certificate from the
WPKI service during the first logon.

WPKIPortalHost = mss

Host name for the computer running the WPKI
service.

WPKIPortalPort = 5003

Port number for the WPKI service.

KeyLength = 1024

Key length to use.

Security

Description

MinimumPasswordLength

=X

If X, the client certificate must be protected by a
password that is at least X characters long.
If 0, no password is needed.

Columbitech Wireless VPN™
Getting Started
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Settings Description

AllowDisablingOfWVPN = | If 1, the Allow user to access network without

1 WVPN check box on the client configuration Settings
tab is enabled.

If 0, the check box is disabled.

If the settings for ServerSettings, MSS, MAS, CACertificates, Security and
Settings in the table above are used during an automated client configuration, the
only thing you have left to do to complete the configuration is to import the client
certificate (see btep.dﬁlmpad.a.c!ieni.cediﬁbatdon page R1).

The settings for WPKI are used only when you have used the WPKI Portal Service
to create batches of client certificates. The client can then retrieve the client
certificate from the server the first time that the client logs on. For more information
on using the WPKI Portal service, see the Certificate Management section of the
Columbitech Wireless VPN™ System Administrator's Guide.

Automating the client  To automate the configuration of the Columbitech Wireless VPN™ Client for
configuration Windows during installation:

1. Create a read-only folder on a server, and copy the following files to the folder:

—  The client installation file, WVPNClient.exe

—  The updated WVPNCIlientInstallation.ini

—  The CA certificate that has signed the server's certificate

— A batch file, for example installWVPN.cmd, with the following content:
net use z:

set ctinipath=z:
WVPNClient.exe
net use z: /d
2. Install the client by executing the installWVPN.cmd file.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 17(48)
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Installing the Columbitech Wireless VPN™ for Windows client -
step by step

To install and be able to use the Columbitech Wireless VPN™ client, you have to
run the installation wizard, configure the client and import a client certificate.

The step-by-step procedure in this document describes how you install and
configure the client if you sign your own certificates:

The steps below are described in detail in the following sections.

Step 1 Install the client by running the installation wizard.
Step 2 Configure the client and server settings in the configuration applet.
Step 3 Import a CA certificate. This is the CA certificate that will be used to verify the

server certificate.
Step 4 Import a client certificate.

Step 5 Restart the computer to load the Columbitech Wireless VPN™ client properly.

Simplifying the installation of multiple clients

If you are installing multiple clients, generating a client certificate for each client
can take quite a while. If you use the Columbitech WPKI Portal Service you can
create batches of client certificates instead. The client can then retrieve the client
certificate from the server the first time that the client logs on. For more information
on using the Columbitech WPKI Portal service, see the Certificate Management
section of the Columbitech Wireless VPN™ System Administrator's Guide.

Step 1 - Install the client
1. Insert the installation CD in the CD drive.
Result: The Install Columbitech Wireless VPN™ dialog is displayed.

2. Click the Install WVPN Client for Windows button.
If the Install Columbitech Wireless VPN™ dialog is not displayed, double-
click the Setup.exe file on the CD.

Step-by-step

Follow the instructions in the installation wizard.

Note! During the installation you will see one or more dialogs with the title Digital
Signature Not Found. This is no error, but a warning that you are about to install
device drivers not signed by Microsoft. Just click Yes to continue the installation.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 18(48)
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Step 2 - Configure the client

When the installation is finished, the configuration applet is started automatically, and
the Columbitech Wireless VPN dialog is displayed.

Configuration The configuration applet, Columbitech WVPN, is located in the Control Panel:

applet location

W

Columbitech
WYPN

Configure settings  Enter settings for the client on the Settings tab:

Columbitech Wireless ¥PN x|

Settings | Securityl Eunnectiunsl Hardwarel Lu:uggingl About I

— Connection zettings

[+ Connect through Mobile Suthentication Server [MAS]

Hast: In::ttestS

Part; |5-| 0z

MSS5 group: IcttesM

[” Dizable Columbitech ‘Wirelezs WYPN
W Allow uzer to access network without WAPN

k. I Cancel

Field/checkbox Description

Connect through | If this checkbox is enabled, the client will connect through a

Mobile Columbitech Mobile Authentication Server™ to reach a

Authentication Columbitech Mobile Session Server™.,

Server (MAS)

Host If connecting through a Columbitech Mobile Authentication
Server™, this should be the name or IP address of the
Columbitech Mobile Authentication Server™, otherwise it should
be the name or IP address of the Columbitech Mobile Session
Server™,

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 19(48)
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Port

If connecting through a Columbitech Mobile Authentication
Server™, this should be the port number used on the Columbitech
Mobile Authentication Server™, otherwise it should be the port
number used on the Columbitech Mobile Session Server™.

MSS group

If connecting through a Columbitech Mobile Authentication
Server™ this should be the logical name identifying the
Columbitech Mobile Session Server™, or group of Columbitech
Mobile Session Servers, that you want to connect to.

Disable
Columbitech
Wireless VPN

If you want to connect to your company network without using
Columbitech Wireless VPN™  you can deactivate the Columbitech
Wireless VPN™. This is done by selecting the Disable Wireless
WVPN check box, and then restarting the computer.

Allow user to
access network

By default, a user cannot connect to the corporate network if the
wireless VPN is installed on the client but not connected to the

without WVPN server. Check this option if you want the possibility to bypass the
wireless VPN, that is, if you want access to the corporate network
with the wireless VPN disconnected.
Configure Enter information for the client connections on the Connectiors Tab:

connections |:|

Columbitech Wireless ¥PN x|

Settingsl Securty  Connections | Hardwarel Ln:nggingl Ahout I

[]

Caotnection

L&k
WwLAN

Columbitech GPRS

— Settings for zelected connection(z]

[~ Disable [don't show in Monitar listE

[ Manual [hot uzed in automatic reaming]

Server addresz/port
[T Use default

Server address: I

Server port; I

| ok, Cancel

Field/Checkbox

Descriptiorp ! 1

Disable connection

| S—

When selecting this option, the connection will not be used by
Columbitech Wireless VPN™ and the connection will not be
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displayed in the Columbitech Wireless VPN™ Monitor’s
connection list.

Disable automatic By default, all dial-up connections are configured for manual
roaming roaming. The wireless VPN client will not automatically roam to

a connection that is configured for manual roaming. Highlight
the connection you wish to configure and check Manual to
disable automatic roaming. Uncheck Manual if you wish to
enable automatic roaming for the specified connection.

Server address/port By default, all connections to the Columbitech Mobile Session

Server™ are made to the IP address and port configured under
the Settings tab. If the Columbitech Mobile Session Server™ is
accessed through some other IP address, e.g. through a NAT
server, enter that IP address and port.

Step 3 - Import a CA certificate

Step-by-step

The next step is to import the CA certificate that will be used to verify the server
certificate. This is the same certificate that was imported in Step 4 - Import a CA
certificate on page 10. Follow the instructions below to import a CA certificate:

1. In the Columbitech Wireless VPN dialog (which displayed by clicking the
WVPN icon in the Control Panel), click Certificates on the Security tab.
Result: The Certificates dialog is displayed.

2. Click Import on the CA Certificates tab.
Result: The Import dialog is displayed.

3. Point to the CA certificate you want to import and click Open.
Result: The CA certificate is imported and displayed on the CA Certificates
tab.

Step 4 - Import a client certificate

Step 1 - Create a
certificate

Finally, you have to import a client certificate. In this manual we will describe how
you import a certificate that you have created in advance.

Tip! You can also request and import a new server certificate by creating a
certificate signing request (CSR) and signing it yourself. This is described in
Appendix A — Certificate Management on page 42.

Follow the steps below to create a certificate and import it:

To create a certificate, you have to start the Certificate Manager application and
then follow the instructions in Creating a certificate on page 44.

Columbitech Wireless VPN™
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Step 2 - Import an
existing client
certificate

Columbitech Wireless ¥PN =]

2)

Do wou wish to protect the private key with a passwaord? Yoo will need this password to use the certificate.
(Password protection can also be added laker, with the 'Change password' button)

Click Certificates on the Security tab in the Columbitech Wireless VPN
dialog.

Result: The Certificates dialog is displayed.

Click Import on the Client Certificates tab.

Result: The Import Choice dialog is displayed.

When importing an existing certificate, both the certificate and the private key
must be imported. Check Certificate and private key and click OK.
Result: The Import certificate dialog is displayed.

Select the certificate and click Open.

Result: The Import Private Key dialog is displayed.

Select the private key and click Open.

Result: The File Password dialog is displayed.

Enter the password that is used to protect the private key file and click OK.
Result: The following message is displayed:

Columbitech Wireless ¥PN ]

With a password-protected private key, an intruder will have difficulties logging
on using the client certificate stored on a stolen computer. Click Yes if you
want to use a password.

Result: The New password dialog is displayed.

Enter and confirm the password for the private key. Click OK.
Result: The following message is displayed

The key was successfully imported and stored in this computer, It is recommended
that wou delete the File in which the key came, Do you wish to deleke the File now?

10.

11.

12.

For security reasons, the file containing the private key should be deleted.
Click Yes if you want to delete the file.
Result: The User name dialog is displayed.

The user name for the person running the installation is displayed in the
dialog. If this is not the person that will use the client, you must enter the user
name of the person that will use the client, on the domain\user format, and
click OK.

Result: A message is displayed, confirming that the certificate has been
imported.

Click OK.

Result: The Client Certificates tab in the Certificates dialog is displayed with
the imported certificate.

Click OK to close the Certificates dialog.
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Step 5 - Restarting the computer

When the configuration is finished and you close the Columbitech Wireless VPN
dialog, you have to restart the computer to load the Columbitech Wireless VPN™
client properly.

Connecting to Columbitech Mobile Session Server™

Monitor icon

When the Client computer is started, immediately after you try to log on, a dialog
with the following text is displayed:

"Do you wish to connect to the Wireless VPN server?"

If you click Yes you will connect to Columbitech Mobile Session Server™. If you
click No you will not be connected to Columbitech Mobile Session Server™, and
will only be able to work locally on your computer.

If you, when logging on, will connect through any kind of dial-up connection, you
have to click No on the question above, and connect to Columbitech Mobile
Session Server™ from the Client Monitor, after logging in, as described in the
Columbitech Wireless VPN™ User’s Guide.

If you are working offline, you can at any time connect by clicking Connect on the
Monitor. This is more thoroughly described in the [The Columbitech Wireless |
MPN™ for Windows Client Monitarlchapter.

When the Columbitech Wireless VPN™ client is connected to a Columbitech
Mobile Session Server™, the client monitor icon below is displayed in the systray:

o=
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The Columbitech Wireless VPN™ for Windows Client Monitor

The Columbitech Wireless VPN™ Monitor is a tool for managing the connections
used with Columbitech Wireless VPN™. The Monitor is started automatically when
you start your computer, even if you work offline.

Location

Monitor icon

Monitor window

Field descriptions

The monitor icon is displayed in the systray.

The monitor icon displays the client's connection status, as described below:

Icon Status Description
O- O: Connected If the client is connected to a
- . . .
— o— Columbitech Mobile Session Server™,

the icon is green (where the blue
ribbons indicate the current data rate).

Connected, but no
physical carrier

hii?

If the client is connected to a
Columbitech Mobile Session Server™,
but has no physical carrier connection,
the icon is yellow.

Disconnected

h®

If the client is disconnected, the icon is
red.

= Columbitech Wireless ¥PN

File Tools Wiew Help

=10 ]

g A
Connect  Discommect

Connection; II:T

Data Rate: |

| Mo carrier

The fields and buttons in the Columbitech Wireless VPN™ monitor are described

below:

Field / button Description

Connect Click here to connect the Client to the Columbitech Mobile
Session Server™,

Disconnect Click here to disconnect the Client from the Columbitech
Mobile Session Server™.,
Note! When you are disconnected you will only be able to
work locally on your computer.

Connection This is where you choose what connection to use. If you
choose Automatic, the connection with the best data rate

Columbitech Wireless VPN™
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Field / button Description

and link quality will automatically be used.

Data Rate The rate at which data is transferred.

(Lower left corner) | This is where status messages are displayed. These
messages can later be viewed using the View/Logfile menu

option.
(Lower right This is where the current connection name is displayed.
corner)
Deactivate If you want to connect to your company network without using Columbitech

Columbitech Wireless Wireless VPN™, you have to deactivate Columbitech Wireless VPN™:

VPN
To deactivate Columbitech Wireless VPN™:

1. Select Settings on the Tools menu in the Monitor window.
Result: The Columbitech Wireless VPN dialog is displayed.
2. Select the Disable Wireless WVPN check box on the Settings tab.
3. Restart the computer.
Note! You might now be connected to your network unencrypted.

Diagnostic logging

Event logging

Since both the WVPN client and server are implemented as Windows services,
they use the Windows Event Log to store messages (error, warning and
information).

The Columbitech Wireless VPN™ services also have a diagnostic level that
affects the amount of information logged in the Event Log. Four levels are
available for the diagnostic logging:

[J No diagnostic logging

[l Low

[1 Medium

[1 High

Note! Right now, only the No diagnostic logging and Low levels are used.
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Enable diagnostic Follow the steps below to enable diagnostic logging:

logging 1. Open the Columbitech Wireless VPN™ configuration applet from the Control
Panel.
Select the Logging tab.

Select the level of logging that you want and click OK.

For more information about setting the event logging levels, see the
Columbitech Wireless VPN™ System Administrator's Guide.

Event log messages  For descriptions of the event log messages, see Appendix A - Event log messages
in the Columbitech Wireless VPN™ System Administrator's Guide.

Status log file

A simple text log file can be displayed by selecting Log file on the View menu in
the client monitor window. The file lists the status messages displayed in the
status bar of the client monitor in chronological order.
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Pocket PC 2002 Client installation

Preparations

Install server first

ActiveSync

It is recommended that you install Columbitech Mobile Session Server™ before
you install the client.

ActiveSync must be installed on the PC that is used for installing the Columbitech
Wireless VPN™ for Pocket PC client.

Before you start

Server information

Make sure that you have the following available:

Q The host name or IP address used by the Columbitech Mobile Session
Server™ or the Columbitech Mobile Authentication Server™, if used.

O The port number used by clients to connect to the Columbitech Mobile
Session Server™ or the Columbitech Mobile Authentication Server™, if
used. The default port number is 9102.

Certificate information Make sure that the system administrator provides you with the following

information:
O Where the CA (Certificate Authority) certificate and your client certificate
will be located.

The step-by-step procedure in this document describes how you install and
configure the Pocket PC 2002 client if you sign your own certificates.

Simplifying the client configuration

Configuration .ini file

When Columbitech Mobile Session Server™ is installed, a configuration file,
Autolnstall.ini, is copied to the Columbitech\MSS folder. This configuration file
can be used to simplify the configuration of Columbitech Wireless VPN™ Client for
Pocket PC 2002 when you will install many clients.

During installation of the Columbitech Wireless VPN™ Client for Pocket PC 2002,
the installation program searches for the Autolnstall.ini file in the My Documents
folder on the Pocket PC device.

Autolnstall.ini can contain the following information:
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Automating the client
configuration

Wireless VPN Client Description

UseMAS =0 If 0, the client connects directly to a Columbitech
Mobile Session Server™.

If 1, the client connects to a Columbitech Mobile
Session Server™ through a Columbitech Mobile
Authentication Server™,

host =10.1.1.1 The host name or IP address of the Columbitech
Mobile Session Server™ (if UseMAS = 0 above), or
the Columbitech Mobile Authentication Server™ (if
UseMAS = 1 above).

port = 9102 Port to connect to on the Columbitech Mobile Session
Server™ (or the Columbitech Authentication Server™
if used).

MSSGroup = If connecting through a Columbitech Mobile

Authentication Server™, this should be the logical
name identifying the Columbitech Mobile Session
Server™, or a group of Columbitech Mobile Session
Servers, that you want to connect to.

InstallShortcut = 0 If 1, the Columbitech Wireless VPN Client for Pocket
PC 2002 will start as an icon after every reset of the
Pocket PC device.

If 0, the client software is not started after a reset.

PromptReset = 1 If 1, the dialog informing that you must reset your
device to complete the installation is shown.
If 0, no dialog is shown.

If the settings for ServerSettings, MSS, MAS, CACertificates, Security and
Settings in the table above are used during an automated client configuration, the
only thing you have left to do to complete the configuration is to import the client
certificate (see |Step_6;tmpad_a_clie_nf_cerﬁﬁcate.|on page 34).

The settings for WPKI are used only when you have used the WPKI Portal Service
to create batches of client certificates. The client can then retrieve the client
certificate from the server the first time the client logs on. For more information on
using the WPKI Portal service, see the Certificate Management section of the
Columbitech Wireless VPN™ System Administrator's Guide.

To automate the configuration of the Columbitech Wireless VPN™ Client for
Pocket PC 2002:

1. Copy the Autolnstall.ini file to the My Documents folder on the Pocket PC
device.

2. Run the installation program.
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Installing the Columbitech Wireless VPN™ for Pocket PC 2002
client - step by step

Step 1
Step 2
Step 3
Step 4

Step 5

Step 6

To install and be able to use the Columbitech Wireless VPN™ Client for Pocket
PC 2002, you have to run the installation wizard, configure the client and import
certificates. The step-by-step procedure in this document describes how you install
and configure the client if you sign your own certificates:

The steps below are described in detail in the following sections.
Connect your Pocket PC 2002 to your desktop client PC.

Install the client by running the installation wizard.

Configure the client and server settings.

Copy certificate files to your Pocket PC 2002.

Import a CA certificate. This is the CA certificate that will be used to verify the
server certificate.

Import a client certificate.

Step 1 - Connect your Pocket PC 2002 to your desktop PC

Make sure that your Pocket PC 2002 device is connected to your desktop PC by
AciveSync before installing Columbitech Wireless VPN™ for Pocket PC 2002.

Step 2 - Install the client

Step-by-step

1. Insert the installation CD in the CD drive on your desktop PC.
Result: The Install Columbitech Wireless VPN™ dialog is displayed.

2. Click the Install WVPN Client for Pocket PC button.
If the Install Columbitech Wireless VPN™ dialog is not displayed, double-
click the Setup.exe file on the CD.

Follow the instructions in the installation wizard.

When the installation is finished ActiveSync will display the following message:

Installing Applications

Mo Cancel

Select Yes to install the client onto the Pocket PC device.
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Installation dialogs on If you are connecting to your Columbitech Mobile Session Server™ through a
your Pocket PC 2002 Columbitech Mobile Authentication Server™ tap Yes, otherwise No.

nscalling Lolumpicec
1 talling Columbit h-1"1459

den 17 december 2001

Are you connecting to
your Mobile Session Server
through a Mobile

Asuthentication Server?

Gedl [

Yes MO

Cancel

MNew Tools Services g % E|‘

If you answered Yes (you connect to your Columbitech Mobile Session Server™
through a Columbitech Mobile Authentication Server™), enter the MSS Group
name used to identify the Columbitech Mobile Session Server™ (or group of
Columbitech Mobile Session Servers) that you want to connect to. Tap OK to
proceed.

3| wireless VPN Client (% 11:50 (¥

Mobile Session Server Group

M35 Group: | |

Please enter the name that the MAS uses For
the M35 group you wish bo connect ko, (This
can be changed later.)

1231 [2[3]4[5]a][7[8]0]0]-[=]4
Tabla|wle[r[t[y[ulifo[p[[]]
CAPla|s|d|fla[h[jk[I[;]"]
shiftf z[R [c[v[b[n[m[.[. [/«
ctlaii] - [\ ] [V]t]e]>

Tools @j
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If you connect to your Columbitech Mobile Session Server™ (MSS) through a
Columbitech Mobile Authentication Server™ (MAS), enter the host name or IP-
address of the MAS in the host name field.

If you connect directly to your Columbitech Mobile Session Server™ (MSS), enter
the host name or IP-address of the MSS in the host name field.

If you enter a host name, make sure to enter the fully qualified domain name, e.g.
“wvpn.columbitech.com”. The default port used to connect to the MAS or MSS is
9102. Tap OK to proceed.

¥ | wireless ¥PN Client =% 14:58 ()

Server Setkings

Hosk name: | |

Port number; |2102

Please enter the IP-address or host name and
the port number ko the server you wish ko
conneck to. {This can be changed later.)

1231 [2[3]4[5]a][7[8]0]0]-[=]4
Tabla|wle[r[t[y[ulifo[p[[]]
CAPla|s|d|fla[h[jk[I[;]"]
shiftf z[R [c[v[b[n[m[.[. [/«
ctlaii] - [\ ] [V]t]e]>

Tools @j

Tap Yes if you want to start the Columbitech Wireless VPN™ for Pocket PC 2002
client after every reset.

Installlng Columbitech ={£ 15:00

den 17 december 2001

Installinn I'nlumhlh:rh WUDM rClie...
Wireless YPN Client

A Do you wish to start
Wireless WPN Client after
every reboot?

Gl [

Yes

Cancel

o

K

New Tools Services |1 [ E|‘
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When the installation is finished you have to reset your Pocket PC 2002 to
complete the installation.

:_;Cj Installing Columbitech ={£ 15:00
@ den 17 december 2001 :

Installing Columbitech WYPN Clie...

wireless YPN Client

Please reset your device to
complete the installation
before using the software,

Cancel

MNew Tools Services g % E|‘

After the Pocket PC 2002 has been reset, the client monitor icon below is
displayed in the system tray (if you selected to start the Wireless VPN client after
every reset):

den & januari 2002 &

o< 10:28

Tap here to set owner information

Mo upcoming appoinkments

Mo unread messages

Mo tasks E

Connect WY¥PN...
Disconnect WYPN

Connections 4
Certificates »
Server settings...

About

Exit

New

[t
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Step 3 - Verify the client configuration

Configuration
program
location

Configure
settings

When the installation is completed the client should be configured and up and running.
The configuration settings can be found by tapping the Columbitech Wireless VPN icon
and selecting “settings”.

Verify the settings for the client in the Settings dialog:

*f:j Settings

Server configuration

o 11:46 (9

Host: [192.168.131.61 |

Port: |a10z

|:| Connecking through a MAS

M55 Group: |ctserver5

Field/checkbox

Description

Host

If connecting through a Columbitech Mobile Authentication Server™,
this should be the name or IP address of the Columbitech Mobile
Authentication Server™, otherwise it should be the name or IP
address of the Columbitech Mobile Session Server™. If you enter a
host name, make sure to enter the fully qualified domain name, e.g.
“wvpn.columbitech.com”.

Port

If connecting through a Columbitech Mobile Authentication Server™,
this should be the port number used on the Columbitech Mobile
Authentication Server™, otherwise it should be the port number used
on the Columbitech Mobile Session Server™.

Connecting
through a MAS

If this checkbox is enabled, the client will connect through a
Columbitech Mobile Authentication Server™ to reach a Columbitech
Mobile Session Server™.,

MSS Group

If connecting through a Columbitech Mobile Authentication Server™,
this should be the logical name identifying the Columbitech Mobile
Session Server™, or group of Columbitech Mobile Session Servers,
that you want to connect to.
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Step 4 - Copy certificate files to your Pocket PC 2002.

Copy the certificate files to the MyDocuments folder on your Pocket PC 2002.
The certificate files are:

e The CA certificate (e.g. “ca.cer”), this is the CA certificate that was
exported in = ifi on page

e The client certificate (e.g. “clientcert.cer”) and the client certificate secret
key file (e.g. “clientcert.p12”). For a description how to create a client
certificate see bcea.tiag.a.necﬁﬁcatdon page

Step 5 - Import a CA certificate

The next step is to import the CA certificate that will be used to verify the server
certificate. Follow the instructions below to import a CA certificate:

Step-by-step 1. Tap Certificates on the menu of the Columbitech Wireless VPN client.

2. Tap CA Certificates...
Result: The CACertificates dialog is displayed.

3. Tap the Import... button in the CACertificates dialog.
Result: The Open dialog is displayed.

4. Tap on the CA certificate file that you want to import.
Result: The CA certificate is imported and displayed in the CA Certificates
dialog.

Step 6 - Import a client certificate

Finally, you have to import a client certificate. In this manual we will describe how
you import a certificate that has been created in advance.

Tip! You can also request and import a new server certificate by creating a
certificate signing request (CSR) and signing it %Jrself. This is described in
X A — ifi on page

Follow the steps below to import the client certificate:
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1. Tap Certificates on the menu of the Columbitech Wireless VPN client. Tap
Client certificates.
Result: The Client certificates dialog is displayed.

Import an existing
client certificate

2. Tap the Import... button in the Client Certificates dialog.
Result: The Open dialog is displayed.

3. Tap on the certificate file that you want to import.
Result: You are asked if you have a personal information exchange file with
the private key for the certificate.
4. Tap Yes.
Tap on the private key file that you want to import.
Result: The Password dialog is displayed.

6. Enter the password that is protecting the private key file, and tap the OK
button.
Result: The Certificate Password dialog is displayed.

7. With a password-protected private key, an intruder will have difficulties logging
on using the client certificate stored on a stolen computer. Enter and confirm
the password that will protect the private key. Tap OK.

8. You must associate the imported client certificate with the user that will use
the certificate. Enter the domain and user name in the format “domain\user”.

9. Tap OK.
Result: The Client Certificates dialog is displayed with the imported
certificate.

10. Tap OK to close the Client Certificates dialog.

Configuring Connections Settings

Step-by-step Before you connect to the Wireless VPN server, you must configure the
connections settings in the Pocket PC device. To configure the connections
settings open the Connections Manager:

1. Tap the Start menu
2. Tap Settings
3. Tap the Connections tab

4. Tap the Connections icon to open the Connections Manager.
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Configure Proxy
Settings

-l settings % 09:57 (Y

Connections

wWhen needed, automatically connect:
ko The Inkernet using these settings:

[P Settings -|

Modify... || Conneck |

When needed, automatically connect
ko Wiork using these setkings:

Modify... || Conneck |

Eﬂg My netwark card connects ko:
|W|:|rk v|

Cannections | Dialing Locakions |

E|A

5. Tap the down arrow in the top selection list, “When needed, automatically

connect to The Internet using these settings”, and select New...

6. Rename the settings to e.g. WVPN Settings.

7. Tap OK.

8. Make the new WVPN Settings the selected setting in the top and middle

selection lists as shown in the screen image above.

9. Make sure that the bottom selection list, “My network card connects to”,

has Work selected.

Depending on if you use a proxy server to connect to the Internet from your office
network or not, you need to configure this by tapping the Modify... button under
the selection list in the middle, “When needed, automatically connect to Work

using these settings”.
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If you don’t use a proxy server to connect to the Internet from your office network:

Tap the Proxy Settings tab and make sure to checkmark “This network connects
to the Internet” as shown below.

-l settings % 09:58 ()

WY¥PN Settings

This network connects ko the Internet

|:| This netwark uses a proxy server ko
connect to the Internet

Proxy server:

| |

General | Modem | WP~ | Prooey Settings

E|A

If you use a proxy server to connect to the Internet from your office network:

Tap the Proxy Settings tab and make sure to checkmark “This network connects
to the Internet” and “This network uses a proxy server to connect to the Internet”,
and enter the IP-address or host name for the proxy server. If you need to change
the ports for the proxy server, tap the Advanced... button.

-l settings % 09:59 (D

WY¥PN Settings

This network connects ko the Internet

This netwark uses a proxy server ko
connect to the Internet

Proxy server:

|ct59wer2 |

GEI‘IEFE||MDE|EFI‘||"."F‘N|F‘FDX‘;.-' Settings

123/1[2[3]4|5]6|7][8][o|0]-[=|*
Tablawle[r[t]y[ulifo]p]I
caPla[s[d[ffa[n|ifk[1[;]"
shiftf z[x [c[v[b[n[m][.[. [/
ctlaii ~ [\ ] [4]1]

—

[

-~

g

Tap OK to save the settings
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Configure Dialing
Locations

Creating Dial-Up
Connections

Step-by-step

To configure Dialing Locations select the Dialing Locations tab at the bottom of
the Connections dialog in the Connection Manager:

1.

2.

Clear the Area code and Country code fields.

Tap the Dialing Patterns... button.

To minimize problems, enter only “G” (without ) in all three fields.
Tap OK to close the Dialing Patterns dialog.

Tap OK to close the Connection Manager.

To create a new Dial-Up connection, open the Connection Manager (described
above) and tap the Modify... button under the second combo box, “When needed,
automatically connect to Work using these settings”.

The following example will configure a GPRS connection:

WY¥PN Settings

Create a connection, ar kap and hald on an
existing connection and select a desired ackion,

Marne Murnber

Mewr .,

Qsm +0 03240001
gprs +0 *99 3

When dialing: Use 'gsm'

General | Modem | =] | Prowy Setkings |

E|A

Tap New...
Enter a name for the connection, e.g. GPRS.
Select a modem.

If you need to configure static IP settings or DNS settings press the
Advanced... button, otherwise tap the Next button.

Enter the phone number, many GPRS phones use *99# as phone
number.

Tap the Next button.
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7. Consider lowering the value under “Cancel call if not connected within”
from 120 to 20 seconds.

8. Tap the Finish button.
9. Tap OK to close the WVPN Settings dialog.

10. Tap OK to close the Connection Manager.

Connecting to the Wireless VPN Server

You can at any time connect to your Wireless VPN Server by tapping the WVPN
Client Monitor icon in the system tray and selecting Connect WVPN... in the
popup menu. This is more thoroughly described in the The Columbitech Wireless
VPN™ for Pocket PC Client Monitor chapter.

Columbitech Wireless VPN™ Copyright© 2002 Columbitech. All rights reserved. 39(48)
Getting Started



The Columbitech Wireless VPN™ for Pocket PC Client Monitor

The Columbitech Wireless VPN™ Monitor is a tool for managing the connections
used with Columbitech Wireless VPN™. The Monitor icon is started automatically
when you start your computer, even if you work offline.

Location

Monitor icon

Monitor menu

The monitor icon is displayed in the system tray.

The monitor icon displays the client's connection status, as described below:

Icon Status Description
O- O: Connected If the client is connected to a
- . . .
— o— Columbitech Mobile Session Server™,

the icon is green (where the blue
ribbons indicate the current data rate).

Connected, but no
physical carrier

If the client is connected to a
Columbitech Mobile Session Server™,
but has no physical carrier connection,
the icon is yellow.

Disconnected

h®

If the client is disconnected, the icon is
red.

T"_
=l

AIN

den 8 januari 2002

Tap here ko set owner infarmation

Mo upcaming appointments

Mo unread messages

33 [0 L] [ @

Mo tasks !

Connect WYPNM...
Disconnect W¥PN

Connections 4
Certificates »
Server settings...

About

Exit

New

1]
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Field descriptions

The menu in the Columbitech Wireless VPN™ monitor are described below:

Field / button

Description

Connect WVPN

Tap here to connect the Client to the Columbitech Mobile
Session Server™.

This will result in this dialog:

¢ 1505

Columbitech ‘Wireless YPM Lagon

.'1(1.}1 Logon o Network

IJser name: |mjhu |

Password: || |

Darnain: ||:t |

| O || Zancel |

123/1[2|3]4|5]|6|7]|8[o(0]-[=|*
Tabja[wle[r[t]|y[uli|o[p|I
caPla[s[d[f[a[n[i[k]I];]"
shift| z[% [c[v[b[n[m]|,[. ]/
ctlaii ~ [\ ] [4]1]

[ +
{—l—}

Ell

Enter your user credentials to connect to the server and tap
OK.

Note: If you have another password on your client certificate
then on your domain account, a dialog that asks for that
password will be displayed before the connection to the
Columbitech Mobile Session Server™ is established.

Disconnect WVPN

Tap here to disconnect the Client from the Columbitech
Mobile Session Server™.

Connections

Tap here to view the connections settings.

Certificates

Tap here to view certificate information.

Settings

Tap here to view the configuration settings.

About

Tap here to view the version information.

Exit

Tap here to close down the Columbitech Wireless VPN™,
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Appendix A — Certificate Management

Certificate Manager

The server installation includes the Certificate Manager application, which you use

to:

O Create CA, server and client certificates.

O Sign certificate requests from clients and servers.

Creating a CA certificate

Note! The CA certificate will be protected by a password that you enter when you create
the certificate. You will later use this password when you sign your server and
client certificate requests.

Step-by-step

program group.

1. Open the Certificate Manager application from the Columbitech WVPN

2. Select New on the File menu, and then CA Certificate on the sub-menu.
Result: The New Certificate dialog is displayed:

New Certificate

—Subject data r Extenziong [WTLS)
Semvice name: IEqumbitech I
Cancel |
Organization:  [Columbitech AB
r Estensions [+%.509]
Lountry: ISE j Included In Certificate |Extension Type
Comman name:; Iwww.columbitech.com :? E:;'EIE:;:"‘BWS
- - ki Subject Key [dentii
E-mail address: ||nfo@columb|tech.com NZS E:rt:ﬁgateegoli:igsl =
State or Yes Authority Key dentifier
pravinee hame: IStockhoIm
Disinguished (B, 46365608100
nhame qualifier:
Validom:  |20010824 = o [2006082¢ =
Kevlenatn:  [=] 1024 Add.. Modify.. Delete

Certificate format: ¢ WTLS ¢ %509

[¥ | &0 serial number: 93

3. Enter information in the fields. Note the descriptions for the following fields:

Field

Description

Service name

organization.

Identifies a service, CA, subscriber or other entity within an

Common name

URL from which the CA is available.
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4. Select a Certificate format.
If you select X.509, the available extensions are displayed in the
Extensions (X.509) field. Select the extension(s) you want, and click Add to
display a dialog where you can enter information about the extension.
Note! The Subject Key Identifier extension must be included in a CA
certificate to facilitate chain building.

5. Click OK.
Result: The Password for CA Certificate dialog is displayed.

6. Enter a password and confirm it. You will use this password when you sign
certificate requests. Click OK.
Result: The Certificate Log file dialog is displayed.

7. Select a certificate log file and click OK.

Result: The CA certificate is created and displayed in the Certificate Manager
main window.

Exporting the CA certificate

In order for clients and servers to be able to import the CA certificate used to sign
your server and client certificates, you must export the CA certificate to a file
accessible by both server administrators and clients during configuration.

There are two ways to export a CA certificate; if the exported CA certificate will be
used to create certificates or sign certificate requests on another machine, both
the CA certificate and the CA certificate’s private key must be exported.

If the exported CA certificate will be used for verifying client and server certificates
(the normal case), only the certificate and not the private key must be exported.

1. Open the Certificate Manager application from the Columbitech WVPN
program group.
Select the CA certificate that you want to export.

Select Export on the File menu and then select Certificate and private
key or Client Certificate on the sub-menu.

4. Save the certificate to a file located so that it is accessible when you install
servers and clients, e.g. on a network drive on a file server.
If you are exporting only the certificate, you are done here. If you are
saving a private key file as well, continue with step 5.

Save the private key to file.

If the private key is exported, you have to enter the password for the CA
certificate.

CA Password

EERERTEH

Pazaword: I

Enter the paszward that protectz Cancel |
the CA certificate's private ke,
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7. A password used to protect the private key in the file must also be given.

This password is then needed to decrypt and install the private key.

File Password

Pazzword:

Confirm pazsword: I““““““““

Ixxxxxxxx

Enter a paszward to protect the private key
that iz exported to file. The pazswaord will be
needed to extract the key from the file.

Cancel |

Creating a certificate

Q A certificate file (*.cert/*.crt)

Q A private key file (*.p12/*.pfx)

In Certificate Manager, you can create client or server certificates without having a certificate
signing request. When you do this, you will actually create two files:

The private key file can be protected by a password that you enter when you save the file.

Note! You have to provide the private key file's password to users who import this certificate to

their clients.
Step-by- Open the Certificate Manager application from the Columbitech WVPN program group.
step Select New on the File menu, and then Client Certificate or Server Certificate on the
sub-menu.
Result: The New Certificate dialog is displayed:
New Cettificate
—Subject data r Estensions [WTLS)
Service name: IEDIumbitech I
Cancel |
Oigarization: | Colurbitech AR
r Estensiong [<.509]
Courlry: ISE j Included In Certificate | Extenzion Tupe |
Cammon harme: Iwww.columbitech.com Ves Basic Constraints
Mo Key Usage
- - Y Subject Key dentifi
E-mail address: Ilnfo@columb|tech.com ans E:,t:ﬁsat:gonzzsl =
State ar Yes Authority Key dentifier
PIOvINGE Name: IStockhoIm
Distinguished 5y 45365608100
name qualifier:
Vaidfom  [2001-0824 = o 20060824
Eeylength: |:|' 1024 Add.. Modiy... Delete
Cetificate format € WwWTLS F %509
[V &dd serial rumber: 93
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3. Enter information in the fields. Note the descriptions for the following fields:

Field

Description

Service name

Identifies an organizational unit within the organization in the
Organization attribute.

Common name

Server certificates should here have its URL. Client certificates should
have a full name, like “John Doe”.

4. Select a Certificate Type.
If you select X.509, the available extensions are displayed in the Extensions (X.509)
field. Select the extension(s) you want, and click Add to display a dialog where you
can enter information about the extension.

5. Click OK.

Result: The Sign Certificate dialog is displayed:

Country: SE
Commaon name:  mas. columbitech. com

E-mail address:

State ar
provinGeE Name:

Digtinguizhed
name qualifier;

E.eu length: 1024
Y alid from: 2001-08-31 ﬁ o | 2006-03-24 ﬁ
[ Short-Lived Server Certificate

Certifizate format: WTLS

— Extenzionz [><.5EIEI]—|

Sign Certificate

Sign with Ca: QU=Calumbitech; 0=Columbitech .&Bj | k. I
Semvice name:  Development Cancel |

Qroanization: Columbitech 4B

X

E stenzionz present in certificate |

Estension details | ‘

¥ | &dd serialinumber: 169
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6. Select a CA Certificate in the Sign with CA field and enter a valid date range in
Valid from/to.
Note! You cannot enter a date range that is outside of the valid dates for the CA
certificate.

7. Click OK, enter the password for the CA certificate in the CA Password dialog that is
displayed, and click OK again.
Result: The Save Certificate dialog is displayed.

8. Enter a name and location for the certificate and click Save.
Result: The Save Private Key dialog is displayed.

9. Enter a name and location for the certificate's private key and click Save.
Result: The File Password dialog is displayed.

10. Enter and confirm a password and click OK. Users who import the client or server
certificate need this password to be able to use the certificate.
Result: A message that the certificate has been created is displayed.

Signing a certificate request

Before you start Make sure that you save the signed certificate in a location accessible by both
server administrators and client users.

Step-by-step 1. Open the Certificate Manager application from the Columbitech WVPN
program group.

2. Select Open signing request on the File menu.

Select the file from which the signing request will be imported.

A signing request for a certificate can for example be created with the
Columbitech WVPN Control Panel Applet. For more information, see the
Columbitech Wireless VPN™ System Administrator's Guide.

4. Enter details for the certificate that you are creating from the certificate
signing request.

New Certificate |
— Subject data — Extensions [wTLS] oK I
Service name: IDeveIopment I c |
ancel |
Oiganization:  [Colurbitech 4B
— Extensions [+.509]
By ISE j Included In Certificate | Extenzion Type |
: Mo Basic Constraintz
Common name: |John Dae Mo Key Uzage
; ) Mo Subject Key |dentifier
E-mail address: I No Certificate Palicies
State or Yes Authority Key |dentifier
Province name: I
Distinguished I
name qualifier:
Keylengti  [~] TS Add.. Moy, Delete

Certificate format: & WwTLS & 509
¥ | &ddiseriallnumter 170

The certificate information is the same as in Creating a certificate on
page @ but the information received in the CSR cannot be changed.
The CA can select certificate format and extensions.
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In the Sign Certificate dialog, select which CA certificate to use for
signing the new certificate. Validity dates are also selected. The range of
the validity dates is restricted by the validity period of the CA.

sign Certificate x|

Sign with T QU=Calumbitech; O=Columbitech .-’-'-.Bj k. I
Service name:  Development Cancel |

Organization: Columbitech 4B

Country: SE
Common name:  John Doe

E-mail address:

State ar
PIOInCE Nare;

Distinguished
name qualifier;

K.en length: 1024

Walid from: 2001-08-31 j b | 2006-03-31 j
[ Shot-Lived Server Certificate

Certifizate format: #.509

— Extenzionz [+.509] |

E stenzionz present in certificate |
Autharity Key [dentifier

E stenzion detailz | |

¥ | isddisenialnumber: 170

Note! You can only use CA certificates to issue certificates of their own

format (WTLS or X.509). Therefore, the certificate format chosen for the
certificate conducts which CA certificates can be used to sign it. You will
only be able to choose among the CA certificates with the same format.

Enter the password for the CA certificate in the CA Password dialog. This
is the password you assigned to the CA certificate in m
m:;Lte'on page Lol

Use the Save dialog to save. The new certificate is saved to file.

The certificate file can now be imported via the Columbitech WVPN
Control Panel Applet, in which the CSR was created.
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Appendix B - Manual Configuration

On the Columbitech Wireless VPN™ for Windows Client, we recommend that you
manually perform the configuration changes below to achieve optimal performance
and the least amount of problems.

Adapter settings Perform the following changes on each Windows 2000/XP client computer:
1. Right-click the My Network Places icon and select Properties.

2. Right-click the first network adapter (e.g. LAN and WLAN) and select
Properties.
Note! Do not select the Columbitech Wireless VPN Network Adapter.

3. Disable Client for Microsoft Networks.
4. Disable File and Printer Sharing for Microsoft Networks.

5. Repeat steps 2-4 for all LAN and WLAN adapters except the Columbitech
Wireless VPN™ Network Adapter.

Note! If you later on want to use the client machine without Columbitech Wireless
VPN™ you must reactivate Client for Microsoft Networks (which you disabled
in step 3 above).
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